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PEHIEHUE

Ha skciutyaTanuto WiFi-odopynosanus B OTaencHun GU3MKKA BEICOKUX SHEPTHIA(
7 KopIyc , 2 KOPIyc)

B cootBerctBuu ¢ Permamentom HUL[ «KypuartoBckuit uHctutym» OI'BY
«(IADy - «TC BIIJ u P/C, ycraHoBKa, BBOJ MU BBIBOJ M3 JKCILUTyaTallHM»
IPOBECHBl  OPraHU3ALMOHHO-TEXHUYECKUE MEPONPHUATUS MO JIeraau3aluuu
CMOHTHPOBAHHOTO M JKCIUTyaTHPYeMOro B Te4deHHMHM Heckoiabkux Jet WiFi-
o0opyaoBaHus Ha 7 KopItyce, 2 Kopmyce. Y CTaHOBJICHO, YTO:

1. WiFi-o0opynoBanue ObUIO yCTaHOBJICHO C II€NIbI0O  OOECIICUCHHUS
BO3MOXXHOCTH Pa0OTHl HOYTOYKOB, IJIAHIIETOB MPHUXOAAIIMX Ha Kopmycax /7,2
coTpyaHukoB O®PBD, a Takxe CTy/IEHTOB U aCIUPAHTOB.

2. Bce MoOuIbHBIE YCTPOWCTBA, KAK U CTAllUOHAPHBIC, MOJIYYAOT JOCTYI B
cetb O®BD Tonpko mocne peructpanuu B 0aze gaHHbix ODBD ¢ npucBoeHnem
koHkpetHomy MAC anpecy konkpetHoro IP aapeca. Omnmcanue peructpanuu
ONMCAaHO Ha CcTpaHulle Perucrparms nosab3oBarenss B WIiFi cetu OPBD
(http://hepd.pnpi.spb.ru/WiFi/form.html).

3. HeaBropuzoBannoe mnoakiatoueHne k WIiFi cetm OD®BD HeBO3MOXKHO,
MOCKOJIBKY JIJIsl aBTOPU3AlMM U ayTeHTH(PUKALMKU Uconb3yeTcs npotokos IEEE
802.1x.

4. CocraB KJIMEHTCKOTO 000OpymoBaHus i paboThl ¢ KOHKpeTHbIM WIiFi
000pyZOBaHUEM HE SIBISETCS MOCTOSIHHBIM, TO3TOMY 3/I€Ch HE YKa3bIBACTCS.

5. JlokyMmeHTalsi Ha PyCCKOM $i3bIKE OTCYTCTBYeT. B 1mensax oOecneueHus
tpedoBanuii Pernmamenta ®I'BY «I1UAD» «TC BIIJl u P/C, ycranoBka, BBOJ U
BBIBOJ W3 DKCIUTyaTalluW» aJMUHUCTPATOPOM CETMEHTa CETU pa3padOTaHbI
UHCTPYKIIMHU TI0 HacTpoiike Ha pycckom s3bike (http://hepd.pnpi.spb.ru/WiFi/

6. CocraB WiFi o6opynoBanus ykasa B Tabmnuie 1.



http://hepd.pnpi.spb.ru/WiFi/
http://hepd.pnpi.spb.ru/WiFi/

Tabmuma 1

Pexu
Ne | HaunmeHoBa MBI
3aB. Ne Ha3nauenue TpeboBaHus 3aIIUTHI
n/m HUE pabor
Bl
MpoToko Hacrpotiku
JIOCTyna
1. | 3com S/N Touka mocryma | Access | ObecrieueH OO0ecrieueHbI
AirConnect XXXXXXXXXXXXX | crammapt BIIJ] | Point HE HUXKE COIJIACHO
9150 MAC IEEE 802.11n IEEE TpeboBaHUil K
UHB. HOM. 00:00:00:00:00:00 802.11bgn TC BIIA u P/C
0123456
2 | 3com S/N ———- ———- N I e—
AirConnect XXXXXXXXXXXXX
9150 MAC
HHB. HOM. 00:00:00:00:00:00
0123456
7. IlpoekTHas JNOKyMEHTAIUs HE pa3zpabaThIBasIaCh. N3nenus

UHTErpupoBaHbl B cerMeHT cetu ODBD kopmyca 7, koprmyca 2 YcTaHOBOYHAs
nHpopMarus ¥ MmapaMeTpbl HACTPOCK 00OPYJAOBaHUS yKa3aHbl B MPUIIOKEHUU 2,
pa3paboTaHHOM agMUHHUCTpaTOpoM cermenta cetu (ODPBD).

8. Cxema mecta pacnonoxkenus WiFi-o0opynoBaHus B Kopiyce 7, KOpITyce
2 TpuBeJIcHa B NMPUIIOKEHUU 1.

Ha ocHOBaHMM YCTaHOBJICHHBIX JAaHHBIX M HakJIaJblBacMbIX PermameHTOoM
HUL «KypuaTtockuiit ”HCTUTYT» PI'BY «I[IUAD» - «TC BIIJ u P/C, ycTtanoBka,
BBOJl M BBIBOJ U3 JKCIUTyaTallMW» OTPAHMYEHUN, MPUHATO pPEUIEHUWE O BBOJE B
sKcIuTyaTaruio nepeuncieHnoro WiFi-obopynoBanust B 31aHUM 7, 31aHUU 2 TIpU
COOJIIOJICHUH CIEAYIOIIUX YCIOBUM:



1. AnMuHUCTpaIus
cermenTa cetu (OPBD):

2. DKCIUTyaTHpyIoIIee
noapazaenenue  (Otaen
BeraucnurenbHBIX
Cucrem O®BD):

3. Ciyx6a I1J] UTP u T3U:

4. AniMuHUCTpaIys  3/1aHus
(xopm. 7 u kopri. 2)

(Otnenenue puzmku
BBICOKUX DHEpPIUM-
O®BI):

OrpannueHuii pu skcrutyarauuu Het. CobmoaeHune
TpeOOBaHMI K  BKCIUIyaTUPYEMOMY  H3JEIIUIO
o0OecreunBaeTcsi PYKOBOJICTBOM CErMEHTAa CETH.
AJQMUHHCTpUpPOBaHUE 0€30MaCHOCTH BO3JIOKEHO Ha
aMUHUCTPATOPA CETMEHTA CETH.

PykoBoaurens O®BO
A.A. BopoOneB
« » 2015r.

AJIMUHHCTpATOp CETMCHTA CETH
A.A. OpemkuH
« » 2015r.

Orpannuenuii npu 3kciutyatauu HeT. CoOnoaeHue
IIPaBWJI TIOJB30BAHUS M3ACIUEM O0ECIIEUNBACTCS
pykoBoxcTBoM  oraena.  lIpomssemen  yder
YCTPOUCTB B IOKYMEHTAI[UU HA CETh.

3aBenyronuii OBC
A.E. llleBenb
« » 2015 r.

OrpaHnyeHuid Ha YCTAHOBKY HET, 32 MCKJIIOUYECHUEM
CIIy4YacB NONaJaHUs YCTAHOBJIEHHOTO
0o00OpyOBaHUsI B 30HBI OrPAaHUYEHHH OOBEKTOB
uH(pOpMaTU3ALINH.

HavanbHuk ciay>k0bl

I UTP u T3U

C.A. TlonBepTkuH
« » 2015 .

OrpanuyeHuii Ha YyCTAHOBKY HET.

I'maBueIil unkKenep OOBO
['.E.I'"aBpuiios
« » 2015 .




Ipunoxenne 1. Cxema mecra pacnoioxenust WiFi-o6opynosanuss O®BI
Ha Kopmyce 7 1 HA Kopmyce 2.

Ne 3aB. Ne Mapxa Pacnonoxxenne

/1

1. SIN 3com AirConnect 9150
HXXXAKX XXX XXXXX HHB. HOM. Kopmyc 7
MAC 0123456 komaaTa NNN
00:00:00:00:00:00

2 SIN 3com AirConnect 9150
HXXXAKX XXX XXXXX HHB. HOM. Kopmyc 7
MAC 01234356 auma koMHaTel NNN
00:00:00:00:00:00

IIpuiokeHue 2. YcTaHOBOYHbIE JaHHbIE H TApaAMeTPbl HACTPOEK
0€e30ImMacHOCTH

1. TlomkiroueHue BO3MOXKHO TOJBKO JJIi 3apETMCTPUPOBAHHBIX MOOMIIBHBIX
YCTPOWCTB IMOJIb30BATENS.

2. HammenoBaame WIFI-cetm | XXXXXXXXX (Ha KIMEHTCKOM YCTPOHCTBE
BBOAMTCA B rosie ESSID).

3. TlpoBepka mpaB nHa mnonkmoueHne mo MAC-aapecy, JOTHHY HW TapoOJrO
MIOJIb30BATENSI.

4. Tlpucsoenue IP-agpeca na cepsepe DHCP nmo MAC-aapecy (Ha KIHMEHTCKOM
yCTPONCTBE HaCcTpanuBaeTcs moyryueHue aapeca mo DHCP).

5. Ilpotokon coeaunenus . WPA2-Enterprise (WiFi Protected Access)

[Ipumeyanus:

1. Cnucok paspemienubix MAC-agpecoB, JIOTMHOB W Tapojieil MoJib30BaTeleH
xpanutrcsi Ha cepBepe RADIUS, koTopeiii ympaBisercs aaMUHUCTPATOPOM
cermenTa cetu ODBD.

AnmunuctpaTop cermenTa cetu O®BI: OpemikuH A.A., KOpIlL. 7, KOM. ,
tei. , e-mail:



